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Install the WinPcap

]hﬂ‘ WinPcap 3.0 zetup

Welcome to the Installation Wizard

Thiz wizard will guide vou through the entire 'winPcap 3.0 installation.

Wwelcome to the WinPcap 3.0 Setup program. This program will install */inPcap 3.0 on your
computer.

It iz strongly recommended that you exit all Windows programs before running this Setup
program. Click Cancel to quit Setup and cloge any programs you have running. Click Mest to
cantinue with the Setup program.

WARMIMG: This program iz protected by copyright law and international treaties.
Unauthanized reproduction or distribution af this pragram, or any partion of it, may result in

zevere civil and criminal penalties, and will be progecuted to the maximumn extent possible
under law.

X

rmitted provided that the following conditions are met:
Edistrihutions of source code must retain the above copyright n

]I(|E|‘ WinPcap 3.0 setup

License Agreement

Flease read the follawing license agreement carefully.

Pleaze clozely read the following license agreement. Do pou accept all the terms of the following
licenze agreement?

ICopyright [c] 2003
MetGroup, Politecnico di Torno, Al rights reserved. =

Redistribution and use in source and binary forms, with or without modification, are

| |s lizt of
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright
conditions and the following disclaimer in the documentation and
with the distribution.

Meither the name of the "Palitechica di Tonno nor the =5 of its contnbfs )_be
srsrnry

NAARARE R sy

|s ligt of
I ather matenals provided

e e be ook

|

LT T L L) Ty
. “r'es, | agree with all the lerms of thls ||cense agreement =

n
l"""""t....-----uu““.‘l“.\\\\\\

< Back E Ment » ]E[ Cancel

L/

&

]';.E‘J WinPcap 3.0 setup
Readme Information

Fleaze read the fallawing infarmation about the WinPcap 3.0 carsfully.

Impartant information about \WinPcap 3.0

If an old werzion of WinPcap was already prezent on the system, it iz strongly recommended to
reboot the system.

Fleasze visit the WinPcap home page hitp: //winpeap. polito.it for information and updates.

(4)

ANREsFsss

: et > ][ Cancel

I

FrTTTETELETY

]';.E‘J WinPcap 3.0 setup

Installation Complete

The Installation Wizard haz successfully installed WinPoap 3.0

“winPcap 3.0 haz been successfully installed.

iiss the OK buttan ta exit Setup program.
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Finish Installation

=l Setup - SIPv6 Analyzer 0.1 3 N =]
I

Completing the SIPv6 Analyzer
0.1.3 Setup Wizard

Setup hag finizhed instaling SIPVE Analyzer 0.1.3 on pour
computer. The application may be launched by selecting the
inztalled icons,

Click Finizh to exit Setup.

Finish

hl‘lll'l.l.l’.l.r‘

.....

FEFFTIRLLRL.
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Uninstall Procedure
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.............. Iﬁ J @ & @ . J Bl ¥ ._ € Un-install STPvE Analyzer 0.1.4
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Menu and Speed Buttons (2)

Remote Capture(a) ¥ kcig 3 f B~ 3t ¢ 7 it

Local Capture (D) F¥ Ex & 3 FaP~ 34 & 54 5t

Open Offline Packet (C) B kx e & 32 4t ¢ #P-Fh &

Close Form (d) i B #B~3t ¢ & o

Quit (e) &L SIPv6 Analyzer

LB 4 (L) enr it 235 H ¢ o0 T Remote Capture | 48 ¢ -
LH 4 (2)enF e 2 E H ¢ e [ Local Capture | 4pFe o
- 4 (3) et iy 2235 H ¢ e T Open Offline Packet | 4p Fe o
B 34 (4)enat s i H ¢ o0 T Close Form | 4p e o

L H RO DT - BEEIART o

LB e (0)7F MR AT E AT o

LH F e (7)F -5 AR T ok T 2]V et 5] o

DH Fe 4 (8)F MR AR T B N et 7 o

-

-

-

-

-

-

-

-
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Fame LISt Y\
H HO. I Time | Jource Destination Encapsulation \‘1:’} = |
la 2004707409 1a:00:52....  140.113.209.63 140.113.131.87 ETHE,len:877:1Pvd,id..
17 2004/07/09 1a:00: 52, ...  140.113.131.87 140,113, 209,63 ETHEZ,len: 448 :TPwd, id. .
2004/07/09 16:00:52 140,113,209, 63 140 .87 :275:TPv4, id.
14 2004/0%,/08 la:00:52,....  140,113.131.37 140,113,209, 63 ETHZ,len: 54;IFvd, id:..
Z0 2004/07,/08 1a:00: 52, ... 00:E0:9c:03;:ed; 7L CL:fL:fL: L L EE ETHZ,len: 60;ARF Elzl
1 |
]
rate o

I '@ Ethereal Tree Farzer

Windump SIP &nalyzer Tree Parzer ( 1 0 )

- ® Ethernet IT, 3rc: 00:20:9c:05:ef:VE, Dst: 00:04:23:5e:139:55

- @ Tnternet Protocol, Src Addr: 140.113.209.863 (140.113.209.63), Det Addr: 140.113.131.87 (140.113.131.
- ® Transmission Control Protocol, 3rc Port: S0 (80), Dst Port: 1079 [(1079), Sedq: 0, Ack: 0, Len: 221

- % Hypertext Transfer Protocol
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LH 342 (3) 2 * /B~ Capture filter 2 Display filter =573% =_o

-H 42 (4)7 43k 2 Capture filter st Dlsplay filter -

2 542 (5)F_FF Ex/iE BF T Packet Viewer | B & 44 o

L 3 b (6) R /i B T SIP Viewer | | & a7 dd% 4 o

Pt (NEF /BB TRTPSpY | T & e dldede o

P 454 (8) E_FF £x/Rd BF T Statistics | | o m;l;";ﬁbja%:;-il_ o

"Frame List | % 3.(9) #7455 endt e Mg 5| At 5 o TR T
PP endt e Sobl ~ FEEDOEFER ~ Kin ik p gt R 4
¢ 3K o

" Detail Frame Information | % 3.(10)% 7 3 A E # £ ¢ anfmp
7
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e X HREM

| =& v@ [S[a[E]

B PacketViewer ‘@ SIF Wiewer |Eﬂ| RTP Sp_l,ll ihi Statisticl

~Dialog

'T] '\E\g'jt'l\g!\l\\\.\'lllllllli AL R A NN N N Ny N N R R R R S

Call-ID I Caller | Callee I Facket count
leeflf59-5bl153-411c-a25... 3ip:yhsunglsip.ipva.c... gip:alex@sip.ipve.clu. .. z - -
Gle05557-c614-42b9-bba. .. sip:vyvhsungfsip.ipva.c... gip:cowfsip. ipwva.club.tw | 2

5d7535c5-ff9e-4c2d-afa. .. sip:vhsungfsip.ipva.c... gip:vhaungfsip. ipwa.c. .. 1

SR E RS FEFEFEEE N FEE EE EE I ISR I E I AT I A AIEE AT A TATA LR RN RRRRER R

F
\'\““““““IIIIIIIIIIIII'IIIIIIIIIII""""""'I'I'-'l'.-'"."""""""""f‘i”*

v =P Packet List
ERE-Ro. 1593, Tine @ 16: :50(034858) ,5IF Recquest,SUBSCRIEE sip:alexBsip.ipve.club.tw S

----- ® Call-ID: leeflf59-5hl3-4llc-az5a-9264h9644411[8140.113. 131, 87

----- @ Contact: <3ip:140.113.131.87:9261>

----- W Content-Length: 0

----- ® CSeq: 1 SUBSCRIBE

..... A Expires: 1300

Terhotm e T sdms st oimerllodn dmrrd ~loh Fere st omr—a DA77 0 A0 a7 _ A0 A_O0nfa_0AdlW10-1 A7 Fo s

[+ T e S

DrwvrmAd - 1R2E
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SIP Viewer (2)

" Dialog(Call-leg) List | % #.(1)#-SIPz 4, £ 12 = Dialog
(call leg)s=> ;% &1 o [ Call-ID | # = E.SIPz 4 ¢ &Call-
IDi%2p » ' Caller | ## = (&% -7 % 3 > )Z.SIP2 4, ¢ #From
2g o " Callee | # (% 7 X &2 )ESIPa 4 ¢ aiTof
ER o
" SIP Packet List ; % #.(2) % I - #Dialog® - #73 SIP3t

LenE -

17
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RTP Spy (1)

@ SIPv6 Analyzer - [Project] =10] %]
=] File Help =18 x]

TuEFX BRED
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Statistic (1)
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Set Filtering Rules

—Online Filter

N ERER D evice MPF {CBAR3E94-9333-47B8-9E 28-2

| Rule: [ set | Lead||f Set Capture Filter
E'.'.:.Egi';'al'.a;.'l.;i .It'.E'I.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'. .'E
: | Puk: | Load . Set Display Filter
s N ENEEEEEEEEEEEEESSESEESEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEd

[~ Promiscuous mode

Interyval tirme of realime parsing | J 100 mg

k. Cancel
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litering Rules

e SIPv6 Analyzer provides two Filters: Capture Filter
and Display Filter.

e The filter rule i1s the same as the tcpdump.

o Some useful examples:

— host 140.113.1.1 (capture the packet from and to
140.113.1.1)

— dst 140.113.1.1 / src 140.113.1.1 (to/from 140.113.1.1)
— net 205.153.60.0 mask 255.255.255.0 (for a subnet)

— udp port 5060 (for SIP; port 9000 for RTP)

— host 140.113.1.1 and udp port 5060

— 1p6 (for IPv6 packets)
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Operation (1)

§ SIPv6 Analyzer

_(o] x|
File Help

1 “.“. W
|§Eﬁ?|ﬁ: < %ﬂ % = [T Anaypziz Mame ilF‘rniectD § M '2’
Availabe Interface Ba ]

B3 \Device'\NPF_{39EF

X

I L5 4-FE45-436F -BRAC-23C1 236450 56—
ol b D' evice  MPF_{58AA43E 7-A0B5-41C3-89595-CEE FOR1ASBF 7R .
¥ =

selected Interface

&dapter Information

Pcap instance name : \DevicesMPF {58444 3E 7-A0B5-41 EE-EEIEﬂ
Dezcrption : [ntelR] PROMAW reless LAN 2100 3B Mini PCl Adaph
Addresz[1]: 140113.131.87

‘]

| 1]
{5 (5) o |
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NO. | Timne I Source \_r,rDestination I Encapsulation Q
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g 2004{’0?40? 17: 52239, 662486 140.113.131.52 140,113,131, 100 ETHZ len:92:TPwd id:25614:TDF.
.\\\\\\\\\\ A% ““.\“““‘.\“"‘.‘"‘.\“"‘."‘.lll.ll.lll.lll.llIIIllllllll“‘.......l.......l.......""'"""""‘j‘"'l’ ",'Jl””-
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e e b - g i e R R R R R Rt Tt -t St e o ety
10 2004707707 17:52:39. 6745892 140.113.131.582 140.113.131. 100 ETHZ, len: 94 :TPwd, id: 25615, UDF. .
11 2004/07,/07 17:52:39. 6587456 140,113,131, 100 140.113.131.582 ETHZ, len: 229 :IPvd,id: 53855, UD. .
1]
—Detail Frame Information
I@ Ethereal Tree Parser | Windump SIP Analpzer Tree Parser |
- Et] b :01: 8 ) € HEE 1 £9 ﬁ
- # Internet Protocol, Src Addr: 140.113.131.100 (140.113.135 . dr: 140.115.1351.82 (140,115.131.582)

A2 R S RO PR TR S 2 PR ort: 36l (3615)

5.8 Aipple Nerwork Management Frovacol (3

- @ Version: 1 (0)

Community: public

PIT type: EESPONSE ()

Request Id: 0x000011lae (6)
Error Status: NO ERROE (0)

Error Index: 0

Object identifier 1: 1.3.6.1.4.1.11.2.3.9.4.2.1.2.2.2.1.0 {iso.3.6.1.4.1.11.2.3.59.4.2.1.2.2.2.1.0)

00 OC 6E 4% 1E F2 00 01 E6 67 75 B3 O3 00 45 00 ..nI.0O..0gud..E.
00 4F DZ J7E 00 00 40 11 &5 86 8C 71 53 64 8C 71 .0O0~..Q.000g0d0q
43 52 00 A1 OE 1F 00 3B 08 4E 30 31 02 01 00 04 OR.O...;.NOl....
06 70 75 62 6C 69 63 A2 24 02 02 11 AE 02 01 00 .publicOs...0...

UCapmmd 1373
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@ SIPv6 Analyzer - [E-'\yhsung_demo3 cap] =12 x|

= El: Help =l=ix]

FRNZX ¥2ET (1)

=l ¥& [S[=[En

AR AN AT AT

. .
HS PacketWiewsr § @ SIF'VlewerjE!ﬂ] RTP Spw | thi Statistic |

- FEERRRN

rDialog(Call Leg) List

Call-ID | caller

I Facket count

\\\\\\\\\\\\\\\\\\\\\\\\@\\\\\I\‘I‘II‘
3

89193997 --46F5-E8621 45 2E52F|

ll%flgllﬁiﬁllllllll%J"'""""""""""I’I’I'

—SIP Packet List

- ® Contact: 3ip:UALE140.113,131.89:5060;q=1
Content-Length: 134
Content-Type: application/sdp
Cieq: & INVITE
From: sip:TAlE140.113.131.7:5060;tag=c2lullVEMUANDAUWNTE=LIE=M3430UwNIA
Max-Forwards: &9

L]
L]
o
L]
L]
W To: sip:UA2@AL140,113.131.82: 5060
- W Wia: SIP/2.0/UDF 140.113.131.7;branch=z%hG4bEcich, 5732add3.0
W Wia: JIP/Z.0/UDP 140.113%.131.5%:5080;branch=z0hG4bE30464dd6542ebfh028627568cE8Tca2l
& w=0
W o=TAal 105193590 105193590 IN IP4 140.113.131.89
& s=%ession SDP

W c=IN IP4 140.113.131.589

W t=0 0

- @ m=audio 2000 ETPAAVP O 5§ 3 4 13

- ® N0.99,Time : 17:52:51(862085),5IF Response,SIP/2.0 100 Trying,140.113.131.82 --» 140.113.131.7
H- W No.l00,Time : 17:52:52(052302),5IF Response,SIF/2.0 180 Ringing,140.113.131.82 --> 140.113.131.7
- % No.111,Time : 17:52:54(516404),3IF FEesponse,3IP/2.0 200 0K,140.113.151.82 -->» 140.113.131.7

[Parsed : 1573 |
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Conclusions

ECA e

« SIPv6 Analyzer provides several functions (e.g., SIP Viewer
and RTP Spy) for the users who attempt to debug the SIP
VoIP network or the SIP devices.

o SIPv6 Analyzer can be downloaded in the web page (i.e.
http://www.csie.nctu.edu.tw/~yhsung/sipv6 analyzer)

o Users can fills the registration form and will be informed when
the SIPv6 Analyzer is upgraded.

e Users can contact Dr. Chen (wechen@mail.nctu.edu.tw) for
any further research or cooperation possibility.

« Users can contact Mr. Sung (yhsung@csie.nctu.edu.tw) for the
comments or bugs of SIPv6 Analyzer.
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Future Works

SIP message comparison

Video playback for RTP packets

G.723, G.729 and GSM codec translation

Stable packet generator

Script input interface

Test patent for SIP applications

|IPv6 test tool

Fast sort data structure and algorithm for RTP Spy
Automatic jitter buffer adjustment algorithm
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